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Abstract 
The research topic gives an overview of the use of Iot in healthcare, it’s working, applications and the 

challenges it faces regarding those. Iot helps in connecting devices used all around for different 

purposes which make use of sensors, software etc, and connects them together over the internet or 

some other network. It’s a giant network which helps in sharing data and more between different types 

of devices. It provides with a platform where data from all devices are collected and is shared with 

other devices for better understanding of the needs and requirements of people and increasing the user 

experience overall. In Iot, the data is collected from different patients, their experience and reaction to 

different medicines, procedures and overall health care system, helps in making healthcare more 

effective by giving the researchers and doctors a better understanding of how to make procedures more 

effective and also understanding diseases better due to which the mistakes made in diagnosis would be 

reduced by a huge number. When devices involved in healthcare are connected to each other through 

IoT it also becomes easier for health care workers to get a hold on the patient health stats at all times 

making their care more effective, and also increasing the number of patients a single healthcare worker 

can handle. The paper thus focuses on the applications of IoT including the quality of data, security of 

patient information with IoT, Patient behaviour analysis, and the challenges associated with these. The 

question we focus to answer through the paper is “Is IoT a friend of boon to the healthcare system and 

how it’s future looks”. 
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1. Introduction 

With IoT healthcare devices are connected to each other via embedded sensors and softwares 

and this enables healthcare workers to acquire analytical medical data for better processing 

and analysis. With the help of existing internet infrastructure, the Iot devices can be 

connected to computer-based systems which allows the data to be collected in mass in one 

place and by using pre-existing resources the cost of implementation is also decreased 

making the mission of making healthcare smart an achievable target. When the devices are 

made smart, they collect data with the help of sensors and actuators and pre-existing 

technologies, the data collected can be shared among other devices connected tot the 

network. In the field of healthcare devices like pacemakers, infusion pumps and personal 

health devices like Fitbit watches or step counters can be connected through IOT. 

 

1.1 Importance of IoT in healthcare 

To implement a smart healthcare system various component, have to be incorporated within 

the cloud to connect them, the components include multiple hospitals, patients, doctors and 

research organizations. This is done with the help of technologies like 5g Internet, artificial 

intelligence, cloud computing, Iot, and biotechnology [11]. Patients use devices which collect 

data through wearable gadgets which are connected to the cloud through which doctors are 

connected making a forum making virtual medicine possible.  

 

1.2 Interoperability of data 

When data is collected from such wide range of devices the type of data collected is 

heterogeneous [3] and to analyse it becomes a difficult thus through interoperability of high-

quality data the data can be computed into an analysable format. This means the capability of 

various devices connected to the network to communicate and send and receive data amongst 

each other effectively so that the data can be used to reach a common goal. For this it’s 

important that all the data collected from the devices connected on the cloud can be transited 
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effectively and is fathomable by the control system. It's one 

of the applications of Iot in healthcare to make the data 

collected from various platforms such that it can be used for 

detailed and full proof studies and research. 

 

1.3 Patient behaviour Analysis 

With the collected data patient behaviours and reaction to 

different forms of healthcare can be analysed making it 

possible for healthcare workers to improve techniques and 

also for organizations to implement methods for better 

patient satisfaction. Patient behaviour analysis can be either 

disease centred or patient centred, disease centred analysis 

focuses on collecting data from different patients for 

different diseases to account more knowledge of the disease 

as well as to be able to provide a more effective and wider 

Range of treatment options to choose from which suit the 

patient’s profile the most, while on the other hand patient 

centred analysis focuses on patient satisfaction which allows 

the healthcare organizations to come up with better ways to 

execute processes to guarantee an easy and patient friendly 

experience. 

 

1.4 Security and Patient privacy  

With IoT and all devices connected to the cloud, security 

becomes a concern. Medical information of people is private 

and can be used maliciously, also a system with 

compromised security can lead to improper transit of data 

which can be fatal. Thus, it becomes important to make sure 

that the systems are not easily hackable. 

 

1.5 Opportunities and future 

With the rising of IoT in the healthcare sector [1-2] 

emergency cases can be handles with much more accuracy 

and speed through real time healthcare monitoring. With 

this growth new opportunities come and problems like 

parallel processing flexibility, security problems, data 

service integration with scalable data storage, and parallel 

processing need to be addressed to provide for a truly 

effective and safe smart healthcare system. 

 

2. Acquiring interoperability of data with IoT 

The data processed by the devices has a huge amount of 

heterogeneity [3] which has to be made homogeneous to be 

able to process it. Thus, interoperability [5] is the only way to 

transit such huge amount of data to enable effective 

interaction between multiple systems. With heterogeneity 

the other problem faced is that the data derived from various 

sources is of different quality, and for efficient and reliable 

results it’s important that the data we take into consideration 

is of high reliable quality, to achieve this we need a system 

to categorize the received heterogeneous data into different 

levels of quality which should be interoperable. to attain this 

goal, we have devised a stepwise procedure to quantify data. 

The steps include: 1) collection of data 2) cleaning the 

acquired data 3) estimation of the quality of data for 

segregation into different levels 4) Data interoperability  

 

 
 

Fig 1: Architecture of the different stages 

 

2.1 Stage 1: Collection of Data 

To get data from various devices they first need to be 

connected with the establishment of proper technology, 

once this is established the devices are connected and the 

collection of data takes place. To connect the devices 

Bluetooth low energy [4] is used which is a specially 

designed wireless personal area network for healthcare, 

security etc. All the devices connected via this Bluetooth 

network must have open API (Application Programming 

Interface) so that they can give access to the details about 

their methods, and thus can communicate and transmit data 

amongst each other. After connection is made all the 

devices are mapped into different categories depending on 

the APIs (application programming interface). As the 

devices connected can be both personal use and professional 

used ones, it’s important to also segregate the data 

depending on the source among the two, but it’s not 

important to know the exact kind of device that is sending 

the data. The following process is showed in fig. 2. 

 

 
 

Fig 2: Collection of Data 
 

2.2 Stage 2: Cleaning of acquired data 

Once the data is collected and mapped the next stage is to 

clean the data and this process includes 3 steps 1) Validation 

of data 2) Elimination of Errors 3) Handling missing Data, 

this process is showcased in Fig. 3. 
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Fig 3: Cleaning of acquired data 

 

In step one from all the segregated data errors are identified 

which break the constraints like datatype, value range etc set 

by the producers of the devices connected via Iot, this 

ensures that all the data is interoperable and abide by the 

rules of business. The second step methods are defined to 

take corrective measures to eliminate the errors identified in 

step 1. The final step makes sure that the data collected after 

removing errors is complete and in accordance to the 

constraints. The completion of missing data [12] follows 

some rules according to the variations in the values missing. 

When the variations are low and the data is frequent the 

missing value is set as the previous present non zero value, 

when the variation is in the medium range, the missing 

values are replaced by the moving average, which is the 

average calculated by dividing the data into subsets and 

computing a series of averages. Similarly, in the case of 

high variation and low frequent data, algorithms are 

engineered through the use of machine learning to compute 

the replacements for the missing values. 

Once this is done, we can compute the accuracy of the 

cleaned data by the formula mentioned in equation (1) 

Total_records = no. of records presend after collection of 

entries from all the connected devices in the dataset. 

Total_actions = no of actions taking in cleaning the data

(dropping records, replacing missing values) 

 

  (1) 

 

From the above equation (1) we can derive the expression 

for Faulty_data as equation (2) 

 

Faulty_data=1–Accuracy    (2) 

 

Similarly, we can compute the completeness of the data, 

Data_completeness, where dropped = no. of datasets 

dropped  

 

 (3) 

 

2.3 Stage 3: Estimation of Data Quality  

Once the data is collected and cleaned, it’s quality needs to 

be quantified so as to verify the accurateness and reliability 

of the data. This happens through a 3-step process, after 

which only data from fault free reliable sources is taken into 

consideration, the 3-step process is shown in Fig. 4. 

 

 
 

Fig 4: Estimation of Data quality 

 

The quality of data received depends on the devices sending 

it, thus in the first step of estimating the quality of data we 

measure the quality of devices into levels. As quality is not 

a quantifiable aspect, methods are engineered to calculate 

and evaluate the quality of devices. The most common and 

widely used of those methods is estimating quality based on 

the ratio of time the device is operable, called operational 

availability, operational availability can be calculated 

through the equation (4) where cycle_time is the total time 

period of one operational cycle and uptime is the amount of 

time in one cycle that the device was actually working. 

 

   (4) 

 

It’s not enough to just consider device quality for the 

qualitative analysis of data, thus we also take in 

consideration the quality [20] of the data received from 

different sources in the 2nd step of the process. We take into 

measure the amount of faulty data in each dataset and 

methodize a way to relate it with the availability of devices 

to compute the reliability and quality. To increase the 

reliability, we also take into account the reliability metric of 

the datasets. With different time periods with data coming 

from different patients test-retest reliability is the most 

effective way to measure the quality of data. In short time 

periods results are taken on the same patient to attain 

reliability, for this the devices connected use SPSS library, 

which is used for calculating ICC (Intraclass Correlation 

Coefficient). In the final 3rd step of the process, we measure 

the estimated overall data quality. Here the ICC calculated 

by SPSS is correlated with the availability and measure of 
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faultiness to estimate the final quality of data. This 

computation will be considered reliable only if the set 

threshold is more than 90%. For calculating the final 

reliability, the formula in equation (5) is used, where0.7 and 

0.3 are set weights that were derived experimentally. 

 

Overall_Quality = ((Availability − Faulty _Data) ∗ 0.7) + (ICC ∗ 0.3))      (5) 

 

2.4 Stage 4: Data interoperability 

After the data of high quality and reliability is filtered out in 

the first three steps it has to be interpreted and converted 

into a format that is widely understood by healthcare centres 

worldwide. As discussed before that for data to be able to 

give concrete results it needs to be in the same format. The 

format that is widely accepted is HL7 Fast Healthcare 

Interoperability (HL7 FHIR) [6]. In this stage the process 

methodized to convert the data into the following format has 

4 steps as shown in the figure Fig. 5 the steps include 1) 

Ontology creation 2) Structural Mapping 3) Semantic 

Mapping and 4) Overall ontology mapping. 

 

 
 

Fig 5: Data interoperability 

 

3. Patient behaviour analysis 

One of the most important applications of Iot in healthcare 

is to use the collected data for the purpose of studying 

patient behaviour [10] on the grounds of either medicine or 

administerial in order to improve in those sectors 

accordingly and provide with a more effective, reliable and 

patient friendly healthcare system. Fig. 6 shows the diagram 

depicting how the doctors use Iot to monitor multiple 

patients remotely, expanding their reachability and thus 

maximizing the utilization of time and resources and 

decreasing risks on patients. 

 

 
 

Fig 6: shows the diagram depicting how the doctors use Iot to monitor multiple patients remotely 

 

3.1 Technology, Methods, and their Application 

Healthcare running on Iot has IoT healthcare network 

(IoThNet) which has IoThNet platform, IoThNet 

architecture, and IoThNet topology. In massive research 

done on the following with the involvement of more than 

300 leading healthcare workers, out of these participants 

70% reported that more less than half of the patients were 

highly involved, while 42% documented that less than 25% 

showed extreme involvement. Smart healthcare devices can 

be used to keep records of patients stats like oxygen 

saturation percentage, heart rate, and body temperature [8]. 

For this SPO2, heartbeat and temperature sensors are used 

respectively, SPO2 sensors uses red and infrared sensors 

which use high quality led, and for the elimination of 

secondary frequencies calibrated receptors are used, while 

these sensors help recording the information it needs to be 

processed for which Arduino UNO is used. The data is 

firstly collected by the sensors and then with the help of 

raspberry pi it’s processed to be sent to healthcare dives in a 

format which in interpretable by the people and healthcare 

workers. This system works well for recording real time 

information but the issue it faces is that the data collected 

could not be visualized, to be of better use it needed 

interfaces to be created for the same. Data visualization is an 

important aspect to make it comparable and beneficial while 

extracting out findings for research and development thus a 

system was engineered with plethysmography method to do 

the same. With this data could not only be processed but 

visualized in real time for monitoring, the accuracy and time 

taken by the devices to do this is safe to be used on patients 

and gives efficient results. Fig. 7 and Fig 8 show the 

accuracy of the devices. 
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Fig 7: Monitoring of BP 

 

 
 

Fig 8: Monitoring body temperature 

 

These devices can be used to monitor cardiac activity my 

monitoring the flow of blood in the finger with the help of a 

light and camera thus reducing the cost of importing devise 

to remote places and in homes for patients in need of regular 

check-ups by making them portable, also this helps doctors 

to monitor patients without being in their close premises by 

accessing the details gathered by the devices unto their 

phones for which they need a smartphone which can detect 

the devices and connect to them [9]. While being an amazing 

idea the first ever implementation of the idea wasn’t as 

successful, while it successfully caught coronary tears, it 

failed to give records of heart rate and also besides tears it 

was not able to diagnose vascular diseases. Thus, showing 

we have the right ideas but needed more work on real life 

implementations of the same. While we still have a long 

way to go before Iot devices can be used to diagnose 

diseases without the interference of humans, they do help a 

lot in assisting doctors in making diagnosis, it also has made 

life of patients with diseases like diabetes and BP to monitor 

their health stats daily and be able to plan a more effective 

day without having to go to the hospital every day.  

A regular check on symptoms and health stats also makes it 

easier to keep track of small changes and make a more 

effective diagnosis faster than the traditional ways, even 

when diagnosis is made it’s important to see whether the 

prescribed medications are working, which can also be 

monitored with great precision with the help of smart 

healthcare devices. These ideas when implemented to check 

the accuracy if this method showed high levels of accuracy 

with some errors, for temperature sensors and BP sensors 

the error percentage can be observed in Fig 7 and Fig 8. 

When studies were done to increase accuracy, the main 

reason found for the deviation in temperature sensors is 

moment of patients, and it was also taken into consideration 

that a small portion of deviation must also be caused by 

motion artefacts, these two motion affects combined lead to 

deviations and minor inaccuracies in data. Also, when 

people use these devices at home without any professional 

supervision, mistakes can be made in the placement of 

devices which further leads to the sensors not working at 

their maximum capacity leading to inaccuracies. Another 

important aspect of implementing these systems is to make 

sure that only the patient and assigned doctor can access the 

data, thus the information should be password protected. 

While implementing smart healthcare devices to make sure 

that the devices are safe and don’t cause extra damage due 

to errors, after experiments 5% was bet as the threshold of 

acceptable error percentage. With time the number of 

studies in smart healthcare sector are increasing, as shown 

in Fig 9, thus, making it more effective and reliable. 

 

 
 

Fig 9: No of studies in healthcare over the years 

 

4. Security and Patient privacy 

To create a system where a large number of devices are 

connected to the cloud and share data amongst one another, 

with increasing number of IPS the probability of a 

malpractice [13] increases as well. The control of healthcare 

devices in wrong hands can lead to misuse as well as a 

hinderance in the normal functioning of the system, also 

these devices store medical information of patients which is 

personal to the people and can be used for wrongful 

purposes, thus, making safety a concern while digitizing 

healthcare. 

4.1 DDoS 

One such type of attack to which the system might be 

susceptible to is DDoS which stands for Distributed Denial 

of Services. The attack works by making multiple devices of 

a system by getting control over them and denying the 

services commanded by the central control system of the 

person using the device, thus making the whole system 

ineffective. These attacks are usually done with the use of 

malicious bonnets [15]. When the code for Miral virus leaked 

it opened opportunities for hackers and thus lead to an 

increase in the number of systems affected from the virus 
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from 493,000 from 213,000. This not only causes 

hinderance in the systems till control is restored but also 

collateral damage, also some devices can both receive and 

send commands thus an attack on them puts the health of 

people in risk, and with millions of devices worldwide 

susceptible to such viruses this becomes a bit issue making 

the whole working of smart healthcare unreliable, thus, 

actions are needed to be taken to maximize security. Making 

IoT devices malware proof not only makes them safer and 

more effective but also assure that the maintenance cost is 

reduced thus reducing the cost of working of smart 

healthcare by a good margin. Even the studies done by 

Analysts at Goldman Sachs it was proved that while the 

perfect smart healthcare system has a long way to go, but 

it’s a cause worth working on as it’ll increase efficiency and 

reduce the cost of healthcare dramatically. 

 

4.2 Security Concerns 

The extent at which security is an issue in healthcare can be 

seen by the findings of a study done in 2015 by researchers 

which showcased that more than 70,000 systems are online 

which are susceptible to one or another kind of malpractice 

virus attack, and a finding was made that one of the main 

reasons for this vulnerability is that the systems were on the 

internet connected to devices which ran on older, less 

protected versions of windows XP. To conduct the search a 

specific kind of search engine Shodan was used which had 

the capability to look for IoT devices over the internet. The 

systems detected not only used devices which shows stats of 

health but also operational devices such as anaesthesia 

equipment, cardiology devices, nuclear medical systems, 

infusion systems, pacemakers, MRI scanners. All these 

devices were also easily found with the help of Shodan, 

which brings in more weight to the finding that the systems 

were susceptible to attack which could be hazardous [19]. As 

much as it’s possible to cause harm to patients by getting 

control over the devices, it is a situation that hasn’t occurred 

yet, most of the hacking attacks are done with the intention 

of getting access to private medical and personal details in 

the system database. 

 

4.3 Medjacking 

Considering the risk on medical records that digitizing 

healthcare imposes the term Medjacking [18] was coiled to 

refer to the same by TarpX a security company. The 

company also released data [16] that showed that almost all 

healthcare systems are susceptible to some sort of virus 

attack [14], also it gave case studies of three attacks that took 

place at three hospitals. In one of those attacks the attackers 

tried to get control over the systems to get access to private 

medical data and personal information of the staff and 

patients, the information collected from the attack was being 

send to eastern Europe. In this attack the attack begins by 

taking control over blood gas analysers with the help of two 

malwares. While in the other case control was gained by 

initially attacking the hospital’s radiology department and 

the information harvested was being sent to some place in 

China. The last case drug pump was used toget control over 

the systems. From these case studies we can also note that 

the primary function of these hacks has been to gain access 

to medical identities and not cause harm to patients, this is 

because monetarily these identities carry a lot of value, even 

more than getting access to credit card details from the 

systems. 

4.4 How to implement secure smart healthcare 

Smart healthcare is the future, and with time the 

connectivity and transferability of data and growth in the 

ability of devices to perform procedures, taking over the 

doctors the degree of risk imposed on the systems gets hight 

and thus the need to make the network more secure and 

reliable also increases. For the current time encryptions and 

secure boots are some of the ways that can increase the 

safety of systems by making them more difficult to break 

into. One of the most important things is to prioritize safety 

and incorporate measures in the initial designs itself so the 

final product can have multiple layers of security levels to 

breach making it safer. The connection between different 

devices should also be end to end encrypted so that no third 

party can access the information. This way when we 

implement some security measures at each step of 

implementation, we can make sure that the security system 

has depth and multiple layers. As we have noticed before 

that when plans are executed the results can show 

deviations, thus all systems should be tested thoroughly 

against various kinds of attacks to maximize the efficiency 

of the implemented safety system [17-43]. 

 

5. Conclusion 

Smart healthcare is a fast growing and ever-expanding field 

and it’s the future of medicine which is also very important 

as it’ll make healthcare more efficient and easier to access 

while also making diagnosis and taking account of new 

findings easier. Plus, with smart healthcare the overall cost 

would also be reduced which is not only good for 

governments and organizations but also for the people as 

it’ll make access to good healthcare not a luxury but 

something with an easy access to all. IoT solves problems 

such as making It possible for the huge amount of data in 

different formats to be compared through interoperability of 

data, makes diagnosis and analysis of patient behaviour 

easier and assuring maximum utilization of resources. But 

these applications are not without challenges, while multiple 

steps have to be incorporated in order to make data 

interoperable, the diagnostic side of application suffers from 

the problem of achieving enough accuracy to replace human 

work, and the system all together suffers from the security 

and privacy risks. As seen in Fig 9 the number of researches 

and studies in the sector are increasing thus making Iot in 

healthcare more widespread and reliable with time. Being 

on the same path our goal is to achieve a system which can 

make maximum use of the data received from multiple 

devices while processing the data received with high 

accuracy and through it all maintaining the security of 

systems. 
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